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Dear Ms. Dortch:

Pursuant to 47 C.F.R. § 64.2009(e), Velocity The Greatest Phone Company Ever,
Inc. hereby submits its Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter.

.M. Steinhart
At ney for
Ve ocity The Greatest Phone Company Ever, Inc.

Enclosures
cc: Chip Wemer
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Annual 47 C.F,R. § 64.2009(e) CPNi Certification

EB Docket 06-36

I, Gregory Kiley, President and CEO of Velocity The Greatest Phone Company Ever,
Inc., certify that 1 am an omeer of the company named above, and acting aE an agent of
the company, that I have personal knowledge that the company has establis lecl operating
proe.edurcs that arc adequate to ensure compliance with the Commission's CPNI rules.
See 47 C.F.R § 64,2001 etseq,

Attached to this certification as Exhibit "A~' is an aceornpanyillg statement (~xpl.ainif1g

how Velocity The Greatcst Phone Company Ever, l.nc,'s procedures enslll'e that the
company is in compliance with the requiremcnts set fOlih in Section 64.200 I et seq. of
the Commission's rules.

FCC Annual Filing
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Annual 47 C..F.R § 64.2009(e) CrNI Certification

Velocity The Greatest Phone Company Ever. Inc. hilS not taken any actions
(proceedings instituted or petitions filed by a company at either state commissioJ1s. the
court system. or at the Commission against data hrokers) against data brokers in the past
year. Companies must report on any informati.on that they have with resped to the
processes pretcxtcrs are using to atl.clnpt to access CPNI , and what steps cc·mpanies arc
taking to protect CPN L

Velocity The Greatest Phone Company Ever, [ne. hilS not received any customer
complaints in the past year cOJ1cerning the unauthorized release ofCPNl (nllmber of
customer complaints a company has received related to lmiluthorized acees, to CPNI, or
unauthorized disclosurc of ePN[, brokcn down by category or complaint, e. g., instances
of improper access by employees, instances of improper disclosure to individuals not
authorized to receive the information, or instances or improper access to onl inc
i.nfonnation by individuals not authorized to view the information)

~
"/

Si mod .' '"~~/g.......... j ,...................... .................•......
Grcgo'tfilcy. President and CEO
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Exhibit A

Velocity The Greatest Phone Company Ever, Inc.

Compliance Requirements



Section 64.2005

•

Velocity The Greatest Phone Company Ever, Inc.
7130 Spring Meadows West Drive

Holland, Ohio 43528

Compliance Requirements

Velocity The Greatest Phone Company Ever, Inc. ("Company") maintains the following operating procedures to
ensure compliance with the requirements set forth in Section 64.2001 et seq. of the Commission's rules.

Usc of customer proprietary network information without customer
approval.

(a) Any teleconununications carrier may usn, disclose, or permit access to CPNI for the purpose of
providing or marketing setvice offerings among the categories of service (i.e., local, interexchange, and
CMRS) to which the customer already subscribes from the same camel', without customer approval.

(I) If a tcleconununlcations carrier provides different categories of service, and a customer
subscribes to more than one category of service offered by the catrier~ tbe carrier is permitted to share
CPN! among the carrier's affiliated entities that pl'Ovide a service offering to the customer.

(2) If a telecommunications carrier provides different categories of service, but a customer does
not subscribe to more than one offering by tb. carrier, tbe carrier is not permitted to share CPNI with its
affiliates, except as provided in §64.2007(b).

(b) A ielecommunJcations carrier may not use, disclose, or permit access to CPN! to market to a
'customer service offerings that are within a category of service to which tbe subscriber does not already
subscribe from that carrier, unless that can'Ier has customer approval to do so, except as descn'bed in
paragrapb(c) of this section.

(I) A wireless provider may use, disclose, or permit access to CPNI derived from its provision of
CMRS, without customer approval, for the provision of CPE and information service(s). A wireline carrier
may use, disclose or permit access to CPNl derived from its provision of local eXChange service. or
interexchange service, without customer approval, for fuo provision of CPE and call answering, voice mail
or m.essaging, voice storage and re~'ievat services, fax store and forward, and protocol conversion.

(2) A telecommunications carrier may not use, disclose, or pennit access to CPNI to identify or
track cuslomeJ~ that call competing service providers. For example, a local exchange can'ier may not use
local service CPNl to track all customers that ca!llocal service competitors.

(c) A telecommnnications carrier may use, disclose, or permit access to CPN~ without customer
approval, as described in this paragraph (c).

(1) A telecommunications cartier may use, disclose, or permit access to CPNl, without customer
approval, in its provision of inside wiring installation, maintenance, and repair services,

(2) CMRS providers may use, disclose, or pennit access to CPNI for the pmpnse of conducting
",search on the health effects of CMRS.



(3) LECs, CMRS providers, and intercol1llected VolP providers may usc CPNl, wiiliout customer
approval, to market services formerly known as adjunct-to-basic services, such as, but not limited to, speed
dialing, computer-provIded directory assistance, call monitoring, call tracing, call blocking, call return,
repeat dialing, call tracking, call waiting, caller I.D., call forwarding, and certain Centrex fealures.

(d) A teleconununications carrier may usc, disclose, or pelmit access to Cl'NI to protect the rights
0!.2!~ert:t3ftlle,~ier~_or to protect ~.sers of those services and other carriers from fraudulent, abusive, or
unlawruruse of) or SUbscription to, such services.

The Company Itas adopted specific CPNI policies to ensure that, in the absence of customer approval,
CPNI is ono/ used by tile Company to provide or I1Ulrket service offerings among tlte categories of
service (ie., local, interexcllange, and CMRS) to IVlliclt tlte customer already subscribes. The
Compmly's CPNI policies prohibit the sltaring of CPNIlVith affllintell companies, except us permitted
under Rule 61.2fJ05(a)(1) or lVith customer approval pursuant to Rule 64.2fJ07(b). The only exceptions
to these pollcks are as permitted under 47 U.S.c. § 222(d) andRule 61.20fJ5.

Section 64.2007 Approval required for use of customer proprietary network information.

(a) A telecommunications carrier may obtain approval furough written, oral or electronic
metilod".

(I.) A telecommunications carrier relying on oral approval shall bear the burden of demonstratulg
that such approval has been given Ul compliance with the Commission's mles in this part

(2) Approval or disapproval to use, disclose, or pemnt access to a customer's CPNI obtained by a
telecomm~ications carrier must remain in effect until the customer revokes or limit.:; such approval or
disapproval.

(3) A telecommunications canier must maintain records of approval, whether oral, written or
electronic, for at least one year.

lit all circumstallces wltere customer approval is requireil to use, disclose or permit acces" to CPNl, tlte
Company's CPNIpolicies require tltat the Company obtaill customer approval tltrough written, oral or
electronic methods ill compUmICe with Rule 61.2007. A customer's approval or disapproval remailts ill
effect Ulltil tlte customer revokes or liltnts tlte approval or disapproval. Tlte Company mailltailtS records
ofcustomer approval (whetlter written, otal or electrollic) for a miltimlln' ofOlte year.

(b) Use ofOpt-Out and Opt-In Approval Processes. A telecommunications carrier may, subject
to opt-out approval or opt-in approval, use its customer's individually identifiable CPNI for the pmpose of
marketing conununications~related services to that customer. A telecommunications carrier may, subject to
opt-out approval or opt-UI approval, disclose its customer's uldividually identifiable CPNl, for the purpose
of marketing conuuunications-related services to iliat customer, to its agents and its affiliates tllat proVide
communications~related services. A telecommunications carrier may also pernlit such person or entities to
obtaul access to such CPNl for such purposes. Except for use and disclosure of CPNI that is pennilled
without customer approval uncler section §64.2005, or iliat is described in this paragraph, or as otllerwise
provided in section 222 of the Communications Act of 1934, as amended, a telecommunications carrler
may only use, disclose, or permit access to its customer's individually identifiable CPNI subject to opt-in
approval.

Tlte Company does Itot use CPNI for any purpose (incluiling marketing communications-relateil
services) allil does /lot disclose or grant aCcess to CPNI to any party (including to agents or aff/liates tltat
prOVide communications-related services), except as permitted under 47 U.S.C. § 222(d) altil Rule
61.2fJ05.
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Section 64.2008 Notice required for use of customer proprietary uetwork information.

(a) Notificatio}, Generally. (1) Prior to any solicitation for customer approval, a
telecominunications carrier must provide notification to the customer of the customer's right to restrict use
of, disclose of, aud access to that customer's CPNI.

(2) A telecommunications carrier must maintain records of notification, whether oral, written or
electronlc;l'Orafleast one year.

(b) llldividual notice to customers must be provided when soliciting approval to use, disclose, or
permit access to customers' CPN!.

(e) Content ofNotice. Customer notification must provide sufficient infonnation to enable the
customer to make an informed deciSion as to whether to permit a carrier to use, disclose, or permit access
to, the cnstomer's CPNl.

(1) The notification must state that the customer has a right, and the canier has a duty, under
fed.rallaw, to protect the confidentiality ofCPNl.

(2) TIle notification must specify ti,e types of infonnation that constitute CPNl and the specific
entities that will receive the CPN1, describe the purposes for which CPNI wiJi be used, and infOlm the
customer ofhis or her right to disapprove those uses, and deny or withdraw access to CPNl at any time.

(3) The notification must advise the customer of the precise steps the customer must take in order
to grant 01' deny access to CPNl, and must clearly state that a denial of approval will not affect the
provision of any services to which the customer subscribes. However, carriers may provide a hrief
statement, in a clear and neutral language, describing consequences directly resulting from the lack of
access to CPNL

(4) The notification must be comprehensible and must not be misleading.

(5) If written notification is provided, the notice must be clearly legible, use snfficiently large
,type, and be placed in an area so as to be readily apparent to a customer.

(6) If any portion of a notification is translated into another language, then ali portions of the
notification must be translated into that langnage.

(7) A carrier may state in the 110tiBcation that the customer's approval to use CPNl may enhance
the carrier's ability to offer products and services tailored to the customer's needs. A carrier also may state
in the notification that it may be compelled to disclose Cl'Nl to any person npon affinnative written request
by the cnstomer.

(8) A carrier may not include in the notification any statement attempting to encourage a customer
to freeze tilird-palty access to CPNL

(9) The notification must state that any approval, or denial of approval for ti,e nse of CPN1
outside of the service to which ti,e customer already subscribes from that carrier is valid 11l1til the customer
affirmatively revokes or limits such approval or denial.

(10) A telecommunications can'ier's solicitation for approval mnst be proximate to the
notification ofa customer's CPNl rights.

The Company's CPNI policies reqaire that customers be notified of their rights, and the Company's
obligations, with respect to CPNI prior to any solicitation for castomer approvaL All required customer
nolices (whether mitten, oral or eleclrollic) comply wilh the requiremenls Of Rule 64.2008. The
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Company maintains records of all required customer notices (wltetlter written, oral or eleclronic) for a
minimum ofone year.

(d) Notice Requirements Specific to Opt-Out, A telecommunications canier must provide
notification to obtain opt-out approval through electronic or written methods, but not by oral
communication (except as provided in paragraph (f) of this section), The contents of any such notification
must comply with the requiremcnts ofparagraph (c) oHhis section.

(1) Canicrs must wait a 30-day minimum period of thue after giving customers notice and an
opportunity to opt-out before assuming cnstomer approval to use, disclose, or pennit access to CPNI, A
carrier may, in its discretion, provide: for a longer period. Carriers must notify customers as to the
applicable waiting period for a response before approval is assumed.

(i) In the case of an electronic fOlUl of notification, fue waiting period shall begin to run i)-om the
date on which the notification was sent; and

(ii) In the case of notification by mail, the waiting period shall begin to run on fue third day
following the date that thenotification was mailed.

(2) Carriers using the opt-out mechanism mnst provide notices to their customers evelY two
years.

(3) Telecommunications carriers that usc e-mail to provide opt-out notices must comply with the
foilowing requirements in addition to the requirements generally applicable to notification:

(i) Carriers must obtain express, verifiable, prior approval from consumers to scud notices via e­
mail regarding their service in general, or CPNI in particular;

(ii) Carriers must allow customers to reply directly to e-mails comaulmg CPNI notices in order to
opt~out;

(iii) Opt-out e·mail notices that are retumed to the carrier as undeiiverable must be sent to the
.customer in another form before carriers may consider the customer to have received notice;

(iv) Carriers that use e-mail to send CPNI notices must ensure tIlat the subject line ofthe message
clearly and accm'ately identifies tlle subject matter ofthe e-mail; and

(v) Telecommunications carriers must make available to every customer a mefuod to opt-out that
is of no additional cost to the customer and that is available 24 hours a day, seven days a week Carriers
may satisfy this requirement througll a combination of methods, so long as all customers have the ability to
opt-out at no cost and are able to effectuate that choice whenever they choose.

Tlte Compal'Y does ,wt currellfty solidI "opt out" customer approval for tlze use or d,rclosure of CPNL
The Company doos Ilot use CPNl for any purpose (including markeling cOIlUnmtlcallons-relalea
services) alld aoes Ilot disclose or grallf aCcess to CPNl to allY party (includlllg 10 agellfs or affiliates Iltal
provide commullications-reialed services), except as permittea ullder 47 U.S.c. § 222(d) ana Rule
64.2005.

(e) Notice Requirements Specific 10 Opl-In. A telecommunications carrier may provide
notification to obtain opt-in approval through oral, written, or electronic methods, The contents ofany such
notification must comply with the requu'emenls of paragraph (c) of this section,

The Company does not currently solicit "opt ill" customer approvalfor tlze lise or aisclosw'e Of CPNl.
The Company does not lise, disclose or grant access 10 CPNI for ally purpose, to allY party or ill allY
manner that would require a customer's "opt in" approwll under the Commfssionls CPNI Rules.
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(1) Notice Requirements Specific to One-Time Use ofCPNI. (1) Carriers may use oral notice to
obtain limited, one-time use of CPN! for inbound and outbonnd customer telephone contacts for the
duration'of the cal4 regardless of whether carriers use opt-out or opt-in approval based on the nature of the
contact,

(2) The content, of any such uotification must comply with the requirements of paragraph (c) of
__ --::tl""is section, except that telecommunications carriers may omit any ofthe following notice provisions if not

relevant to iliC1lln1teifuse for whicl1i:11eemTlef seekSCfi:frC·

(i) Carriers need not advise customers that if they have opted-out previonsly, no action is needed
to maintain the opt~out election;

(li) Carriers need not advise customers that they may share CPNl with their affiliates or third
parties and need not name those entities, if the limited CPNI nsage will not result ill use by, or disclosure
to, an affiliate or third party;

(iii) Carriers need not disclose the meanS by which a cnstomer can deny or withdraw future access
to CPNl, so long as carriers explau1 to customers that the scope of the approval the carrier seeks is limited
to one¥time use; and

(iv) Carriers may omit disclosure of the precise steps a customer must take in order to grant or
deny access to CPN!, as loug as the carrier clearly communicates that the customer can deny access to his
CPNI for the call.

1ft IllstaftCes IVltere tlte Compally seeks one-time customer approval for lite use or disc/o,mre of CPNI,
Ihe Company obtai"" such approval ill accardallce wilit lite disclosures, melltods and requlreme1tls
comalued III Rule 2008(j),

Section 64,2009 Safeguards required for use of customer proprietary network information,

(a) Telecommunications carriers must hnplement a system by which the status of a customer's
,CPNl approval can be clearly established prior to the use ofCPNL

The Company's billillg system allows authorized compally persollllel to easily determine the status of a
customer's CPNI approval Oil the customer account screen prior to the use or disclosure ofCPNI.

(b) Telecommunications carriers must train their persounel as to when they are and are not
authorized to use CPNI, and carriers must have an express disciplinary process in place,

TIle Company Itas establlslted CPNI compl/allce policies that utelude employee trailling Oil restrictions
on tlte use alld disclosure of CPNI and required safeguards to protect tlgail/st unauthorized use or
di.,closure ofCPNL Employees have signed tltat tltey understand tlte ePNI policies and a vlolal/oll of
those policies will I'esult in disciplinary action.

(c) All carriers shall maintain a record, electronically or in some other manner, of their OWl! and
their affiliates' sales and marketing campaigns that use their customers' CPNI. All carriers shall maintain a
record of aU instances where CPNl was disclosed or provided to third parties, or where third parties were
allowed access to CPNL The record must include a description of each campaign, the specific CPNI that
was used in the campaign, and what products and services were offered as a part ofthe campaign. Carriers
shall retain the record for a minhnum ofone year.

Tbe Company's CPNI policies require tltat all sales and ml/rketlng cl/mpalglls /I,cludlng tltose ut/llzlllg
ePNI be recorded and kept all file for at least aile year. Records are also mail/talliedfor dlsc/osure or
access to ePNI by third plIrt/es, Tile records Include tbe required Illformatlon listed ill Rule 64,2009(c),
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(d) Telecommunications caniers must establish a supervisory review process regarding carrier
compliance with the rules in this subpart for out-bound marketing situations and maintain records ofcarrier
compliance for a minimum period of one year. Specifically, sales persOlmel must obtain supervisory
approval of any proposed out-bound marketing request for customer approval.

The Company's CPNJ policies require employees to obtain approval from the Company's CPNJ
Crmpliall.£.e OfEcer til! all ml(rketi!!Jt. cam!1!1igll§., In.eludim: those utillzl!.Jg CPNJ.,J!!:.ior to initiatillg."tl"'w"'t _
campalgll. Record of the marketing campaigns, along witlt tlte appropriate supervisory approval is
mailltainedfor at least one year.

(e) A telecommunications carrier must have an officer1 as an agent of the carrier? sign and file
with the Commission a compliance celtificate on an annual basis. The ofncer must state in the certification
that he or she has personal knowledge that ti,e company has estahlished operating procedures that are
adequate to ensm'e compliance with the rules III tbis subpmt. The calTier must provide a statement
accompanying the certificate explaining how its operating procedures ensure that it is or is not in
compliance with the rules in this subpmt. In addition, the calTier must include an explanation of any
actions taken against data brokers and a summary of all customer complaints received in the past yem'
concerning the unauthorized release of ePN!. This filing must be made annually with the Enforcement
Bureau on 01' before March 1 in EB Docket No. 06-36, for data pertaining to the previous calendar year.

Tlte required officer certification, aclions taken against dala brokers and summary of cllstomer
complaint documents are included with this accompanying statement. The Company will file tltese
documents on an mlnllal basis 011 01' before Marck 1for data pertaining to tlte previous calendaryear.

(I) Carriers must provide written notice within five business days to the CommIssion of any
instance where the opt-out mechanisms do not work properly, to such a degree tilat consume,,' inahility to
opt-out is more than an anomaly.

(I) The notice shall be in the form ofa letter, and shall include the carrier's name, a description of
the opt-out mechanism(s) used, the problems(s) experienced, the remedy proposed and when it will be/was
huplemented, whethet the relevant state commission(s) has heen notified and whether it has taken any
action, a copy ofthe notice provided to customers, and contact information.

(2) Such notice Illust he submitted even if the carrier offers other methods by which consumers
may opt-out.

17w Company does no!Currelltly solicit "opt out" customer approvaifor tlte use or disclosure ofCPNl.

Section 64.2010 Safeguards on tlte disclosure of customer proprietary network information.

(a) Safeguarding CPNI. Telecommunications caniers must take reasonahle measures to discover
and protect agalllSt attempts to gain unauthorized access to CPNI. Telecormnunications calTiers must
propel'1y authenticate a customer prior to disclosing CPNI based on customer-initiated telephone contact,
online account access, or an i.n~store visit.

T!le Company's CPNI policies and employee trailling incillde reasonable measures to ,liscover and
protect against activity t!lat is indicative ofpretexting ami employees are instructed to notify tlte CPNl
Compliance Officer ifany suc!l activity is suspected.

(b) Telephone access to CPNl. Teleccmmunications carriets may only disclose call detail
information over the telephone, based on customer-initiated telephone contact, if the customer fIrst
provides the carrier with a password, as described in paragraph (e) of this section, ti13t is not prompted by
the calTier asking for readily available biographical information, or account information. If the customer
does not provide a password, the telecommunications carrier may only disclose call detail information by
sending it to the customer's address of record, or, by calling the customer at the telephone nUlllber of
record. If the customer is able to provide call detail infol'l1latlon to the telecommunications carrier during a
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customer-initiated call without the telecommunications carrier's assistance, then the telecommunications
carrier is permitted to discuss the call detail infonnation provided by the customer,

The Company's CPNI policies ensure Ihal a cuslomer is on{y able 10 access call delall information over
the teleph01le ill olle of Ihe ways listell in Rule 64.2010(b), If Ihe customer canllot remember their
password, they are prompted to answer a security question. Neither the password Ilor the security

___, q!"estioll are hased 01/ reaEI!ly ,~vailahle bi0G!!!.l'!EfI1:1 infotl!!'!!Joll or~l!Llf!1.orma,tlo1/. cuS{Om.e"r,- _
service representatives are instructed to authenticate customers over tlte telephone in all instances except
in the case where the customer provides tlte call detail ilIformat/oll without the assistance of the
Company.

(c) Online access to CPNI. A telecommunications calTier must authenticate a customer without
the use of readily available biographical information, or account information, prior to allowing the
customer online access to CPNI related to a telecommunications service account. Once authenticated, the
customer may only obtain online access to CPNl related to a telecommnnications service account through a
password, as described in paragraph (e) of this section, that is not prompted by the calTier asking for readily
available biographical information, or account information,

The company authenticates customers without the use of readily available biographical or account information prior to
allowing on access to CPNI related to an account. Once authenticated, the customer may only obtain access to CPNI
through a password, that is not prompted by readily available biographical or account information.

ID matching the customer's account information,

The Company does not have retail locations.

(e) Establishment of a Password and Back-up Authentication Methods for Lost or Forgotten
Passwords, To establish a password, 'a telecommunications carrier must anthenticate the customer without
the use of readily available biographical information, or account information, Telecommunications carriers
may create a back-up customer authentication method in the event ofa lost or forgotten password, but such
,back-up customer authentication method may not prompt the customer for readily available biographical
-information, or acconnt information, If a customer cannot provide the correct password or the correct
response for the back-up customer authentication method, the customer must establish a new password as
descrihed in this pal'agraph,

Tlte Compafly's CPNI policies aliow for a few ways to establish a password, all of which ensure
compliance with the above paragraph. Each method also allolVs Ihe customer to estahlish a back-Up or
security quest/OI' in tlte event that they forget tlteir password, In /10 event does tlte Compa/lY use readl{y
available biographical information or account information as a back-up question or as a means to
establish n' passlPord or authenticate the customer.

(t) Notification of account changes, Telecommunications carriers must notify customers
immediately whenever a password, customer response to a back-up means of authentication for lost or
forgotten passwords, online account, or address of record is created or Challged, This notification is not
required when the customer initiates service, including the selection of a password at service initiation.
111is notification may be through a calTier-originated voicemall or text message to the telephone number of
record, or by mall to the address of record, and must not reveal the changed information Or be sent to the
new account information.

The company will notify a customer immediately when account changes occur, including a password, a response to a
backwup means of authentication, or address of record. The notification will be through a carrier~originated voicemail or
text message to the telephone number of record, or by mail to the address of record, and will not contain the changed
information or be sent to the new account information.
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(g) Business Customer Exemption. Telecommunications carriers may bind themselves
contractually to authentication regimes other than those described in this section for services they provide
to their business customer that have both a dedicated account representative and a contract that specifically
addresses the carriers' protection ofCPNI.

Tlte Company does not utilize tlte busilless cuslomer exception at tills lime.

Section 64.2011 Notification of customer proprietary network information security
breaches.

(a) A teleconununications carrier shall notify law enforcement ofa breach of its customers' CPNT
as provided in this section. The carrier shall not notify its customers or disclose the breach publicly,
whether voluntarily or under state or local law or these rules, until it has completed the process ofnotifying
law enforcement pursuant to paragraph (b).

(b) As soon as practicable, and in uo event later than seven (7) business days, after reasonable
detenuination of the breach, the telecommunications carrier shall electronically notify the United States
Secret Service (USSS) and the Federal Bureau of investigation (FBi) through a central reportulg facility.
The Commission will maintain a link to the reporting facility at bttp://www.fcc.gov/eb/cnni.

(1) Notwithstanding any state law to the contrary, the carrier shall not notify customers or
disclose the breach to the'public until 7 f'lll business days have passed after notification to the USSS and
the FBI except as provided in paragraphs (2) and (3).

(2) If the carrier believes that there is an extraordinarily urgent need to notify any class ofaffected
customers sooner than otllerwise allowed under paragraph (1), in order to avoid innnediate and irreparable
harm, it shall so indicate in its notification and my proceed to immediately notify its affected customers
only after consultation with the relevant investigating agency. The carrier shall cooperate with the relevant
investigating agency's request to minimize any adverse effects of such customer notIfication.

(3) If the relevant investigating agency determines that the public disclosure or notice to
,customers would impede or compromise an ongoing or potential criminal investigation or national security,
such agency may direct the carrier not to so disclose or notify for an initial period of np to 30 days. Snch
period may be extended by the agency as reasonable necessary in the judgment of the agency. If such
direction is given, the agency shall notify the carrier when it appears that public disclosure or notice to
affected customers will no longer impede or compromise a criminal investigation or national security. The
agency shall provide ht writing its initial dU'ection to the carrier, any subsequent extension, and any
notification that notice will no longer impede or compromise a cruninal investigation or national security
and such writings shall be contemporaneously logged on the same reporting facility that contains records of
notifications filed by carriers.

(c) Recordkeeping. All carriCls shaJl maintain a record, electronically or in some other manner, of
any breaches discovered, notification made to the USSS and the FBI pursuant to paragraph (b), and
notification made to customers. The record must include, if available, dates ofdiscovery and notification, a
detailed description of the CPNI that was the subject of the breach, and the circumstances of the breach.
Carriers shall retaill the record for a minimum on years.

Tile Compuny lias policies andprocellurlh~ in place to ellsure compliance with Rule 64.2011. Wllellit Is
reasollably Iletermillell tlwt a breaclt Itas occurred, tlte CPN1 Compliance Officer will /wlifj! law
ellforcement allil its customer in tlte requirellilmeframlh~. A record oflite breach will be maintalnedfor
a mlllimum of two years anll will include all illformalioll required by Rule 64.2011.
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